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Abstract of JP1 00401 00 

PROBLEM TO BE SOLVED: To obtain a method 
for preparing, distributing, and vending a digital 
document, and a method for managing access to 
the digital document by providing a step for 
enciphering one of information parts by a part 
enciphering key, and preparing an enciphered 
part to be housed in an envelope. SOLUTION: A 
document part 203 can be enciphered. The 
enciphered document part 203 can be a 'valuable 
content' (for example, the chapter of a book, high 
resolution JPEG picture, or MPEG stream) to be 
purchased by a user. A non-enciphered part is a 
'thesis' (for example, a book review by the others, 
index, summarization, or low resolution JPEG 
picture). The purpose of the non-enciphered part 
is to allow the user to attain the 'preview', 
'sampling' or 'browse' of the content of the 
enciphered envelope before actually purchasing 
it. 
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7^*t-i>i)f 4 vyjvxmxh ft B#^-xy^n- 
rzftf&t&jjmiz&^x. 

Bf#f t L T . ttfiax y - TfcJRft 6 ft ft BlrHfc> 

b . tfria^°- > yHf is i co^ra^— t j: oTm 

c . MIBxy^n— TlzUdb^tiX^^— VftOXh 
Th r> X . m V X. b <0#x > h 'J \°- V^x k tMv& * 

y <n - r teJRft fcjft. ft v \- »y o >J x h * fWt 

d. m^jxhizmicomm^-izx-oxm^Lx . m 

iBx^Kn-y £JR#> ^ft #%£ffr&^ft x-r «y r fc 

Mia 'J ^ ho^tt^ miem i consw^r-fcHa-^ttt 
futss 2 w&sb^ - t pkt , mrtas^f&iiE-r 

£ i t s&sf t , mjlBxy-^.n— y°<r>\ \-?tify l -><tv^— 
ycO^^^M 1 0<7V^— >y<?)33 2 COSKtf^ -y y a Srft 
»U ^oIg^2^)^-y^ASr|frlB l Jxbi*i(7)?tK-ri» 
A'yyai Jt«"T 4 £ k J: o T IRK ft Z k tfiTZ » m 
iaBf^-xy<n-7W|ffgr3VT-y-y^lB^^ffiil§ 

jfcfft AS 2 0«$«*-*ffiJH LTlfiailf -f-ft^-'y Bf# 
ft*-*lHIB(t ft i fc (c «t ^ T O^fJDcT* 4 , 

[ f t *ii 2 ] mia^«y)fu ta^ *y &h wr l *z t> <n 
miEcoxm^mTt-r s fc» t , «he h ^ j. y b 

• y t- >y * * <a«EEfc:HBi-2 ft ft *OHflMI*IBM- 4 * 
7"-y:/°Sr§£>k:#A/C^ft. W$3Hl£K»tf>31£. 
[lf*iI3] fflfS^-'ycOHfrlBBi^-fkmrt, mrlBfSIE2r 

fata; ^-vfr^wiR Ltz^ izmm l . m3 wjsm*- 

So 

[11*114] mTlBH&^x^a-T^. -tf-ys-T'Uff^ 

•9 . fflfianff^tem^'HffiB-9--^'^ i timcomftzm 
fet& , ft*ii i ei3tttf>3rifc. 

^Mfaw^^-'y^T^-fe^cpg-rs^^^iB^t 
t*3 o , mria^T^'tuiawig^-'y^wr^-fex^i^ 

[Ifsf<il6 ] mriara^'^A^WIB^-'ySrfJlEt-l. 



lELfc* Ma^yh • y Sr z^mjEizmm^ift 

a . Hfrianf-f-xXa— ~y<7)j%— yj\cDT7-txm$<X* 

twr77h ^fi^TJ3 o , mia^^Huia^iB^ 

-(=HBl^(t^»^iBaW-*«ffl tTlaiani^t^- 
m2^BS=sf-*fi6ffl LTWia^--yB|f^^^-^B|rt 

Bf^ft^- t«t9«B«rt-4 i 1 1= J: -?T*jig§fL, mria 
comiR Ltirt—ywtt&rs—yft ^t^-mm LX^ 
Xr-^x h izmmmzti. ztuzx. oTtutax— nz 

fyv ■ "r-^^r^^x^H-thumzn^x. m 
( i ) ^(oi^Bfria^jMfKL^n^-fyy ■ r— 

-£vl/cuft . ffittSixft^.^ luta^^-^yw^S-^ccvN-^y 

( 1 1 ) &mzti&^%m&*—ve&*%ztii,zmnM 

(ill) fria^#^- , yBS^t J r-^^ra ;S f-(cJ:^ 

Wvt-y Bf mt*~ l . 
( i v) #x>-hy#'B;ria^- i y<7)i'5K*tt"ft^^- i y 
^titi^ ^- -y ft a®; n -y y *. t £ » 

ft^->yo'JXb2-f«L, 
(v) WaBUXh(£Hf»Sf-^ir>T»SUT, 

huIB^, BtrlB'Jxh, tirlBBf-f^^-^Bi-f-jb^-, 
itfiBBtf-^s-'y , nxumMmm^-yco o ^mmt 

S fix v ^ ^ t <7xr)%&WX-fo *) . 

b. MIBBf-f-xy^n-rtoatf— Srm^rLTV^ftjL- 

^'frfaoatRL/^^yT-yy • x-^^T^-cx-rft 
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( i i ) H«ES*tcjiEtT. MfBlf— ^'j&^huIE^-— 9* 

^ , toiamf^^ -y w%\^-<mm$xt> h mm* 

m 2 eo^a** - * mm t x Mes^ffta; v nt^ft 
fria^-'yiit#fc*-£i8#»fs-f s ; t k «t -?t£j£ 

Six. BUlB^SKL^^-^^tuia^-^Bf-^-ft^-Sr 

ib j.— f tc r ? -fe x * ^-x h m&p& . 

[000 1 ] 

Jfc. IMS. fcit/flBfcfrau ^^ytfV 
cor^-fexco^ISrfEtt-f"-?. o 
[0002] 

[0003] 

CD-Showcase ( *HPf#frSS 5 3 1 9 7 0 5 
*lB|i:CD-Showc a s eSftff [ 2 ] t^)iS^ 

U CD-Showcase fii, lETtJ-f-^'Bf 
[0004] LfztfiX. CD-Showcase W¥? 
[0005] PGP (Pretty Good Privacy) 

pgp [3] im^m^x-ivitm&tzfrn&m*- 



A7M'JXA (fcfc^tf, [ 1 ] #93) ^^fflLTBf 
[0006] 

fT^Bt^^ss ( Bt m\x> x mm* t'co) zmmt 
[0007] ^Bmmxmm-t&y°\3-tMz£ <o , mt 

[0008] x— vn°— -f-fXh'j t a— g y 
ovvni:. [ 5 ] «H> . S*«5r#i*-li. #t -f ^' 

=t 0 . a-^/L- ■ xyr ■ *7b7-?(Ct'3, f-fX 
^•yhtcj;^. CD — ROMtC j; 0 „ BBStC^Og* 
\>zWMX% Zt^oZ. hX'hh. raf^ro-tx^"+ 

h<DX'fo&t^-hti . jL—w nyfyyt 

^•^f— : part encryptionkey ) £:Ii7c?~<!3 <I h X"foZ> . 

[00 09] x-;s°- -f^h'J t'jL-ix 3 yi±mm 
BtooHHfc, ( l ) • 7 s — ^WB* f: . ( 2 ) 

p e K^Hfc i * =3 yT-y^y^a^n^^iBt tc^ 

[0010] *«BHtti<oaEaHfi*«fc4:tl£38L, 3y 
A-T4. ift-^^ffefttfiaSSHR-ftUT. t 

[ooii] ^BHtiicoia^— ■ t-^-"<.-x£ 
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^fcfrsrrs i t M^k-r s . 

[0012] Lfc^T, *«WJ4ffiB<^«wa.— 

t±, W^-^^^^-rs^-'yiiWf-ic i-a 
(O'JXb fctig* £ffr£-f S fc»t3Hif C J: tf 

s o comm; v >y ^ 2^ 7 y 

ttJES-fS^vy is a. k Jt>gttS ifctiotf-i •/ 

s 0 3 nf-f-ftS^^°- i y«'tffgr?yx>"y{iiB 

iSfc*f LTflSaSfu itLSrflTU-CS ScOfi/^-^Bf^- 

i>;t, ioHt^Mf^N"->yHt^-^\ mm 

[0013] 

[SHHOHtt^lR] H 1 £«f"S k . Bf-^xy^n 

-rso±^fij*c?)io{±^ffi«-r-fcs 0 bs (aw 
■ -if— s-s) i02fcj:t/Ds (K^ A yyh-t-A') 

1 0 0 <0fc"f4. fefcifcT, itt^tiiktflF*! 

[0014] UPC (a-fwt-yt;p ■ ay 

b°^-^) 1 0 llix— WzmtZ>l>W$>&frt>. 3? 
£K»# V 7l^i T^MBfiib^- K>)i7ti->T 
^;t£ftSJt«W'hS1llT\ mDFWM (Decrypt! 
on Fingerprinting and Watermarking Module : 9§-^"fj? 

iHiR^Sj^Ltt^^-^) l 0 3 &$>&Zb fcfife 

[0015] X^>yT««g»JX^.yTC0if®it:J[T 
[0016] Xf771. Bg^xy^n— TtfJffrfc 

xt77"3 0 x— r **ff a n AS* 

Xf775. Hi-§xy<u-T^PJ£f 
[0017] Bffxy<n-7«Xf 77° 



[0018]Xf771. Hf^xy^n-TcDffrfi 
IlO«xf 77liaihf xy^D-rcoMt^S . 02 

SO 2 0 0#B§„ f^*^(±X— A— -fai'J t 'jr.— 

£>3fxS£*A rjy-ry-y ■ 7n^-fm-5t* 
77-f yeffixfts . 

[0019] £>SU3y iix^x— r^HMTHBfttT 
tin. icoJ®^c(4, H^xy<n-7i ! «(;;m 
— lf^fcftfc:fisj£3;h.4£ k k& *) , Bf-^xy^o-y" 

§<J>fc % ffiieox— !f^#*|H]«&Wlf#'£>Sk 
i^SStiS ffijDWSrffi fg^Bf ^x y<n-y° 

S. 

[00 20 ] Bf ^xy^n— T<7)A— >y 

Bf-sfxy^nr-yii rfiA--7j t:i?;V-y°ltLtii> 

COX'ht. M2C02 0 1-21 1#BB 0 ffifR^N— VCDtp 

Bf-txy-^D-r ■ T\=t-kxl,±fcmMizhfz S 
ftfif (zip, tarJiiy'OpenDoc Ben 
t o^V-^ ?py7hOLE^t'Wyx? hJ§[S]JK 

RBT"ftS . ( 1 ) rt-yiBtB£MLti:3-=. -y htci k 
yt-<y *a-cfflWItlfBfrrS S i d tr-t 5 „ ( 2 ) 

[0 0 2 l ] W$g^°- > ytii2^cD^-Yy\ -f-=5rfc*> 

rK^r^^ybj (2 0 1^2 03) k, ^3>'^ 
n-;l/j ( 2 0 2. 2 04-2 1 1 ) j5>'&So F^*^ 
■ >y(i rayfyyj f&S. F^^^yh ■ 

f-y • 54 y"5'A V7h7i7 • ;K feSv-j 

W7'yi?l ■ rjy^-^ybtfO-gPk^SikfcT 

[ 0 0 2 2 ] @22r#Hg-fSk. ^df > F • >y 
{4B§^-fb-rSik^-C#S (20 3) . Bf^H^apt 
yl ■ ;\-->y2 0 3(ix— f^WA-f-S r|a^53 

yfyyj (fctiif. SMUpegl- 

^f-v, ftS^tiMPEGXF 'J— A) T'ftSik^'L 
(fUfS)So ABf^yN-'y« r-f-^-Hfj 20 1 (ft: 

k^w, flSAteiiw, a^. s*^, ±tz\5.w»m.m. 

cr>fm<r> rri/h'i-j , rtyryy/j , ift:{i 
[0023] f u • j^-y&EMteXis 
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[0024] 3 y h n— A- • ;t— 'yiiBf f x>--N.n— T 

r«5Wttj Bf#x><n-TT-^fi:&K$ 
fuSr^. £<*>B8E«iH4-r 4 S^A*fe*ffiJflLTjS(ft 
SftS. 8SgtttSfll(±Hf^-ft (fcfcifcf, DES4«± 

IDEAifilfflLfc) fcir>TaBR5#i«. -I^OBf 
-f-ftfc i tME&ftWfflg 1 1 5 t> 0>ti 34HffTJBJfflT 

fcitf, [ 1 ] #89) . t^foaybn-Jl' • 'y 

[0025] ay hn— ;P ■ ;n°— yoMfc tTfiWfSv 
bVv?X (04(04 0 0#B§) ^ F^yf'« 

- i yof&^affl<^&/j§3&> wt#f(W* 2 o 5 4 . 

Y$r^*>V ■ ^— y^f&MSii. BfHfxy^n— Tifi 
Wrtx/zt*^ DFWMiciotWfLS, WiX/m 
tpLtt4*iSt9m<W!fc*> 9 . H*^>1- ^-ytc 

[ 0 0 2 6 ] H4 &&ffit& o WfSv h'j7?X4 0 0 

flffs* tut-r «. «. <o-c& s. ( a : «gw3i*{2Bf nit 

«V b U •/ ?X<7)m (402-40 5) (iAHTtifc 

[0 0 2 7] 02$r#fl§-rSt, Hi^yh ■ 
WilAtJit^«fflt:BWSfEfi*ff 1 2 0 6 iBifxy-^ 

(ii?5*^fctt, x— n:»r«i:*s> ttTitri^T 

li, ■ -9"-^' (BS) 10 2TfHBS*U ifcfc* 
t<(ia- V-tiV ■ rJ>hV-^ (UPC) 1 

5A(fcfcitf, Perl [4] ^h'OX^UThmS 
T*&»*Ufc ) *SA.X\ ^X t> i V ( ?± : ftR/a** L 

[0028] ifMftttS itfJttttt 



[00 29] ^< 

Tii. [1.3] ^#Hg$<i^V». 
[00 30] #PEKi±B S (A>f • -9-— A) 1 0 2<73 
4»Sf-£ffiJfll/CiflHHt:3*U W&rt-iiflHHfcPEK 
202 (H2 ) {iBf-f-xy^n— Tcorjy ha— )V ■ y\° 

JtPEKJiBf^-xXn— T't-t-ft^S. ) 
[00 3 1 ] Wfxy^n-rfc £1^^-^0*14 

bom (ffAft) 20 7tv>3#giJ^3Vhn-;t^- m° 
-^y^*LTV^I>o BOM{42-o<5DgB^-. ( 1 ) 
■ >jXh2 0 9t (2) r-f ^A«&2 0 8K4-5 

[00 32 ] IS^N-y is j.SfgMessageDigest5 ( MD 
5 ) (SMtOV^Ta, [ 1 ] #JS) Sr. Bf^-X>-<C7 

4. ll3£#B3-r&i;. ijxb(T)#xyh yi±yt-'y* 
■^*>-fe#iK3 0 2 i: . > , «-'y£t=*tJ6LfcflWfc''<- , y 

)Vcr>7 r A }V&bZilh<7)1tSfc~thJ\'v is 

[00 33] <%^X\ 'J^KHiDS (h'^A^yh ■ 
■f-K) l 0 0^(tt^«^-tJ:-)tf^^ 

<?5*fe6^fe* (fcfcitf, Cl]#fH) . l-><r>-ftm± 
y ^_>y . yxhC0MD5 (4/^(i. ^C0flfiC9t8$t?;vy y 
a) ^IfffL. ft^A 7 yaS»- ( r S«J 
^fffiict-4) 2 0 8*fifflUTIt#^W4ii:Tft*. 
y^— >y ■ 'J^bfeiyi^^tfetBOM 207tV^ 

[0034] Bf-^-xy^n-T^KttttJSD S<7)&|B^ 
<?5MD5i:it*W-«ii:fcj:-3Ttl^6it6. 2-?*^ 

4. ffl^«/N°- i yco*tttti,^--'N 0 - 4 y«MD 5*it»: 
L. u^h^^-ixy hi; i:ifclW-4i 

fcCi-oTW^iifcse^TS*. Ufr'ot, BOM2 
0 7(iBf^'X>'^a-7°i;^-i0-f-KTc5 r )^-'y<7)^'t4 

[00 3 5] 54 A t )t Bf^x c? — y 0 

Bt fx y^xj-y^mm^wmt z titmr^w^xm 
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^HLP EK (202, 210. 211. 02#3§) A«Bf 
fo£W3r<7){4. B ScoiM^r— ^fftT&S. ££>ic. P 
LTHf^-xy^n-T^Bg-rsi btfiX'%. BStD 

s c^raoffioaftti^^^ . 

[0036] Bf-f-xy^n— Tfcf&XT- v? 

iy <Jw>J;-3fc:5r* (02#sB) . 

[0037] 1 - a „ Hf-f-xy^.Q-r^to^tf 
[0 0 3S] l-b„ ^7y 3 y«*lXf'yT(/;J: 

[0039] 1 - c . Bf^flaWW)*^— 1-5.7 

y/A^PEK (vN--yBf^t^-) 

[0040] 1-d. h'=*jLj*yh ■ yzzti^ti 
COPE KizJ: ^TBf^-fLLT . Bf^-xy^n— T\z%&> 
?b>tl&^fc%tlt:^—V (203, 204. 205) 

[004 1] 1 - e . JJcfc, B SCD&ffl^-Srffiffl L 
T. PEK£Bi-5f-ffc;LT. Bf-^-xy^n-T^A^tl 
4Bf^PEK (202, 210. 211) SrffMf 

4 o BS#< t P E K *5 J: tf* tf> Mmt 4 BS#ffr 'V 14 W 

[0042] 1-f. 4fc. Mfe^7y^"APEK5r 
ffiffl t T . MUX fy71-b ^ifrKtfc 4 Xf^mcO^. 
Wim&WMCt*. P E K (4 B S tf0&H*-te i 
Bf-f-'fbSaS . Bf-f-^^-^y (203. 204. 20 

5 ) & 4. IfflHftP E K(202. 210. 211) (4 
Wtib tBf^-X>"<.n— yiZWhtitlh . 

[0043] 1-g, Hfxy^n-71:, r-^_ 
if j . llgfc4tXB&&kV)Wr3fX b 2 0 1 £iRtf> 

[0044] 1 - h. ffiR/3a6»Lft^-*^2 0 5 Hi 

JSt. M-^-9-7Vl-^y2rBf^-r4 ( -f- LT. £*i 
^C0Bf^tPEKSrJR464) . imnZote... tiPMkr* 

— y z^commt pekj: wa^ts . 

[0045] 1 - i „ 7ty^LWtwt-'y* 
y x h L. U x h 3ftfcv<c-'y«>>#* i;SUI^a 7 

[0046] VAhtZTJ i>?)VW&Zfroz\ 

b\>zX->X. tzbUi, OXh&m&Js-yz/jLZitM 
L. ;ft£DS$t^-t4^Tlf^fc-?-4;i:lc4-? 
TBOM2 0 7t^tl,I^2 0 8JMt'S« BOM 
207 ( l JXN2 0 9fej;y'1^2 08) £rB|H§xy< 



[0047] #x.^ii4Bf^xy^n-r«ffi3 
(c-^T«4. H2*#JH§;ft*:V>. 
[0048] xt 772, Bf-sfx y<n— r cofflpfn 

tzbi.UA >?—*-y bTmiBtZ>Zblz£^~C, MB. 
4 feU^U a yfl 4 o T . ^T". AXWfitC 
iot, CD-ROM(c4~5T. $>4V^4B B SI,Zi. ~d 
XEMth Z b 4 . Eft<03c^fifflB4*eSWrV\ 
Bf^xy^o-rSrrJb-tA'A SflKfcfls-o&ij, * 
4 v >{4x— f mx-mi Lt:*)-tiZk 4 . IBBfc 
{4. *^BJ*^^#LTV^W{4. Bf-5§xy<u-7° 

ottsj -c-wiaffi (-rsr*>*>. ^Ai5j±^Bg^txy 

n t--T4 £ t ) **lf^xy<n-;r£S&fij 
^4»ffl»Jll^©V^©^4iiT'*4, Bf 
^x y - ?\i\im^>+r~J \coiM>rt 4 ZblfiX'% . 

[0049] XT773, x-if d If ASS 
l l^XT-'y7°(4Bf-f-xy<n— T^^so r: r^— f j 
M2 0 1 £B»Lfc:i-irfcJ:^Tftbft4£fc#L 
Hf Lif £>4 . Bt^xy^n— 7°<0|^gW=»C>*»ofca. 
— +TteMRr P E K £ B S A t * f m J4 5r ^ * V * 

(H1«H) . 

[00 50] ?77^ ■ x— if ■ A y??x.— x 
Bf^-x y<o-7V)BHII<4Bi^x y^o-7 ^ iSSrS 

ff "9Tff*>#t*. 4^. 1SjE7"7'7ifi4Bf^-xy<n- 
7^Ki<|,^$)^ . x-if(c(4^tt^x 

"/Vizi. *) m^^>^v-y°co&mimm£tiz> . ^ 

tc. y^^if^Bf^-xy^n-T^^-r^x h 2ra* 

H2tsiVH5*#l&fftt, 7'5-7-<f(4 
Bf-f-xy^.o-7'2 0 0H, BRM ( MABsM y-fe 

-y) 500 ^ffl^-rsiot^s^r^-'y^ftair^^ 
[0051] 

x-nf^'B St i-oTBHSfL* «t -5 (c. Vtu^iixf- 
- y TSa-W-) T fcoi: I/O * S . k i 

tr , x-if (4fi^-c# h ■ rt—f- < izmi-th i 
[0052] fct^tf . a^x-if^an-fey^t* 

IS5rW. -try^^x— !ft*fLTT^^y 
ft-T 4 ' b S^TV ^ 4 i fc 36^CS 4 . T * <7 y 
{4i^V^t'. f^ttOBSCIiiiiS. &4W4. 9»-fe 
y ^{4Tt7 -7 y ^'^^S^Srfl 5 Z b tPC 



*^iK4ikt4oTTy7 T 7ybS- 

t*4„ 

[00 53 ] eiif*. x-iftl4&43 

iif. 7*7yH 



B SJ4S 
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* . r iffj izmmx-% iv— f ■ ^— r << a*r < v 
fivm&Ltzxmx'fo*), T^^yi#^, fjtjk. $>& 

V *J±x~ F&Qffi tX V 0* if */t/CV * 

S 0 /tiffs'. - /s'— -f ^ ii'a-f'C^Lt „ ^ 

?Sffl& j&» 6 <?$ffl I m# * * & * « 

[0 0 54] ^DFWM 

fwm (11^103) ( ng#fiajB&ft&a#> Lf+#* ^ 

[00 5 5] D FWMti^-^Bf-f-jSM^f V\ |r]B$ 

[00 56] f^/^^L#^ffi«l¥ffltoUTJ± 1 
99 5^6^23 BmH^ll^lWI^O 8/4 9 4 6 
1 5-^£*B$:h.;fcH. 
[00 57] D FWM<?)I#it 

4 1 cOtt&iH^— Sffitafir? < k «T"ft -> T . D FWM 
^If^df-^^t^ L, ClixSr D F WMW^fi 
tolftBW-**><^T*4. £i:;iJ±\ D FWRHiJWRSJR 
HM§ £ ffiffl LT , £BBHW*-*t * ffcfc* 4 i «t ifi? 

T'# F ■ ^-f - <f **D FWM^W^-SKH-r* 
Wtti, [ 1 ] #B3) . DFWMllfJf-IJDFWMt 

[0 0 58] DFWMW-bdfaiJf 
DFWMIiftiBfll;^tyi-;l' (fci:;tt£, XV 
— F • #-F) tlffUUl), JbSV^iUPCaWI 

( ^T'ii^V * ) T-tbff LT WV7l^i TCO— g|5T" 

SMKfi&jhiWc i -3 Tit^S fx & . SKEW* >y ^- ^ 
S»{i-r^T^SIffl±« i WtD FWM * 

[00 59] D FWM(?)llfi<) 

t{±DFWMC0-fedf jl 'Jf ^ fr«aW-4^t<0«» 
[0060] F ^ ^ rj^&ftflfcf . D F WM 



[00 6 1 ] l^LSrtf 1 ^ =MIE*TfE»f STn-fe* 
0±3r*ijj50 1 oti, D FWM^t^CJ 6 £fx£: t L 

{iWAtTV^^F^j-^yF • V<nu<v?*ffifet 
•thZttfiX'%%^ (PEK*ffljm?'&2:v*fcft) . 3? 

[00 62 ] D FWM#tit§ £>£:tot*&-£- ( £ 1 1 
If. DFWM05iB^— j&MHtS*i*tfte-) . #££>*i. 

[00 63] IASSb7yf?yay 
i MAS* F 5 Vir^ ^ 3 y^BiWCRHWi . 
[0064] /57^ X?;L- ■ T ■ ^?7i^ 

(GUI) i-ftli«lfxy\o-7t» 

-^'{i!|liB D n ««7Kfa5l : S?rtt-& ifcifli. .x-Wltrifli 

BRM (IASf^7t-y) (E5C05 00# 
H3) OTS 1 0 2^^S-Ii: 
[00 6 5] *f COMM. 

ISttESr^TiS 5 4 i i: i ft 4 . i^x -f A t J: S jl— !f 
3^rKS<7) 1-? (Pretty Good Privacy [ 3 ] TffiflJS 
C0|g^ - * U P C CO x> X ? tC^SSW hh<7)Xfo 

[00 66] -x— ^(i^-coy^xv-F^ATi-rsid® 
ffl^fiS. if ^f-lif 'f y^^Sff 7 *\ 

[00 67] ^tf^ic 

wt. x— 9iiM*(±i— nzm-t&mmxh h . 

[0 0 68] iStt^a«± 20^0^ >fT. -t^h-h [! R 
[00 69 ] ^^^{iUPClcj:oT^jSSm.o 

cotzMzco^xb^ti^, ^mfflw^mzhtz*). mm 
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coo7o] maws* i? 

M5 i18@t&b , BRM5 0 0liBffxy^n-7 

( 0 2 o 2 o o ) frh n t st it im as l fc&^fii 

[007 1 ] 3. 1 Bf-f-xy^ n -7°2 0 7WBOM 

[ o o 7 2 ] 3 . 2 itA-rsm&y X1501 

[0073] 3 . 3 ftfpU X h& it^c^flfi^fWW^ 

— >y (202*3^^/2 1 l) tzMMr3lft>titzPEK 

[0 0 74] 3. 4 ^tt(WIVhV7?X^ 
if) 2 0 6 

[0 0 7 5] tit. X— fmmttzteDFWMfrk, fc 

& v >l±a.— f b°-sfc fctertm Lfc&cofif?g£-£XT" 
[0076] 3. 5 i-ifaEBB^O'JXb (fck*. 
ffi5 0 2 

[0 0 7 7] 3. 6 aWBBR (fcfcilf, B«r. * 
FJt, DFWM^aiiWA-F^iTID) 50 3 
[0 0 78] 3. 7 DFWMM^f-5 04 
[0079] Hi^te=tU ; 1SliE^i:"«m2iS^Hf^Sffi 

fficOl-PtiBRM^c^MD 5^ftffL. D FWMcOfif 

5 0 5 fcfftRU S^Sr B RMWfcSCifttlir*-* £ k T* 

[0 0 80] BRM^^iT'WXx-yTSrikA&k 

[008 1] 3-a 0 GU I (3j:I.Hi-§-xy<n— T<7) 

[0082] 3 - b . J»A^4BS#xy^n-T<7Dtfffi 

[0083] 3 - c . mZMft&fr2 0 6 (fck iSf, 
[0084] 3 - d „ MMcOtztbCOJ^XV— Y<F>Xjl<r> 

iffltffte^iJitSfu BRMt#a6tix4) . 

[0085] 3-e a GU I i 4 B R M 5 0 0O£ 

[0 0 86] 3-f. B S^cDBRMcOjUfg. 

[ 0 0 8 7 ] a : B RM^tffSiJ&iJM 7V)8f fI>"^o 

[0088] Xf774. A>f ■ If— AODJ&g: 
BSR (AW -t?w{jSS) fiBRM£^fIihg>kj!l^ 
*U>. B S RcoMiEfflte B S (y\'-f -^-A) ffifom 

[0089] X— if PJffi 

BStiBRMJSftlii:, BOM^&aELT, 3>h 
o-;U ■ A— >ycO»Stt?rill^S «, £fc, DFWMiiffl 



ttili^.4 o jl— WiJ£M!r<^a«XT- vrt J: 0 B stc 

[0090] igft&ffraMn 

i.s^*fr2 0 6co±^gw(i. imtjairsas^tc 

LT v ^ £ k %m%-t h i k & . B S fc&SH&fr & 
iM (Htf ) -rS<Ik(cJ:-?T, x— WWSIIfcL 

tf, imf7 7«§ii. *■ a x 

(400) T-§-i6<tfc^C4 0 1 £f£fflL-Cftit£ti 
[00 9 1 ] =^r— CDSBtft 

BRMT'B S 3 MfE<7) 1 -Oii= 3 f-<7)^8tT"& 4 . X 

f77l-«Kt±5t, pek (vt— 'ynT^fl;^— ) 
(iBSO^ffl^-SrffiffltTHf^-ftsnTV^,, BSii 

PEK«0Bt#WM»» BSiiDFWMWim-^ftffl 
Lt\ PEKSrSBf-f-fLU DFWMftWPEKJS 
7cT % h i. o iz-t h . i *ltf«f -^J&* x >y 4 . 
[00 92 ] M/l^Lft^^X^M 

b s 3&«ff o M<7>-mcr>mm$m®/Mfr uft#^-«* 

ft**4BS4«|#-*ttfflUTlS#fl:S*i. 3>ln- 
; p . ,-t_«y t t-CHf-f-xy<a-rt'*M$iil> . B S 

m^^^mmt, mz, j.—fizm-t^mm 

(ftttlf. x— AM#^-) JoiVh^y^f'^^ 
^tL4 . ( D FWM(iiti^<Oli^§#Ut*B«L/3afc6 1 

Uft#^!6«ffffi t T v> h z. fc & P^T 3&>ia , ng 

[0093] mjjkfcv&m 
ay^yycomm^zm-tmmmmzm-t^mcomm 

^#^Sft§^fc9, liSiESixfcO^-4^fc* 1 ^.g» (fc 

"Itb^^r. ^-y^x^b. *3j;tN'x— i?xVhTib-3 
•Cfc±V\ i^^fi-r^TBSRtciK^^TV^. 
[0 0 94] IAtGSXf77- 
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H6Sr#BBtT. BRMO^fl^B S ROi£fI4*Ct: 

[0 0 9 5] 4- a. BRM^gfl 

[0096] 4-b„ BRMSOSttli^Sl^ (BOM?: 

[0097] 4 - c . x— FcomWm. WSV YO 

a jtfawBSKSA* (brm^cd) ttT. * 

RfcAA (BSi^m) hLTffifflLT. 3Stiiftft£ff 
ArtS . S99*ff«W«36»fe«m*tt» ( a ) 

fcil/ ( b ) 6 0 1 ^MA^&Sli^Mgi:^ 

So 

[0098] 4 - d „ ^—fiZT^-^XmWsb^tlX^ 

R^Sfi-rs, 

[0099] 4 - e » PEK h ( B SSHSHf — 

*ttfflLTPEK*lf9«itU D FWM&B?df-£ffi 
fflUTPEK^m^ftf*) . ^n^SrBSRtC-t-fe 
& (602. 603) „ 

[0100] 4 - f . m/38a>Ltt#ift^£ #x?.A 
Rt#46S (604) . 

[oioi] 4 - g . s»o«fflK»w-i38«sft.fcie 

iK^fc £tf*^fl&tf)IWIR«l£ B s Rtc-ir^s ( 6 o 

5) . 

[0 10 2] 4-h 0 BSRSrJ2--HftjMS« 

[0 10 3] BSR^Sfe^TcOBf-Sf-xy^n- 

7\ -r^r*)*> -feyxHf-fxy^n-?^ fclLSrf 
ttttitiaK-iitji^CS* (60 6) (fcfcitf, 

[ 1 ] . 

[0 104] Xfv75, Bf#xy<n— T<?DlHtf 

Rco^fta. x— if JifB-^-cD i v > t # tcBf^-xy^n— 

[0 10 5] BSRiiBf^xy<n-r<7)t?-y:?£B?Bfc 
•fS rd f-J PEK^TDFWM»- 

(4 r #^J cODFWM^fttTfc-l.. H6Sr#Hl-f-|)t. 
[0106] 5 - a „ D FWM4«B S RcOfttt'ffiSrSIlS 



(60 6). gHMfSfeWffiHE 
^tt&^Ji. B SR<^a8E36*)^L^*^f(t^*ft. 

[0107] 5 - b . =L-~ytztt lt&mmirt. mm 

SfttSMff6 0 5 Sr B S RV^tibt . 

[0 108] 5~c 0 DFWM^a^iltPEK (6 

0 2. 60 3) fc*^^A-ft§*l.fcJBR/5i*»Uft#* 
% ( 6 04 ) £BEU Bf^-jB^-rS. HBTOStfltGR 

[0 109] 5-d, «^i«KUfcPEK£ffifflUC, 

(203, 2 0 5). 
[0 110] 5-e 0 DFWM^M^-rS^K/S^L 

ft-WM* 6 o 4 ^ ng#)sM Lfc^wcaww s . ( mc. 
/m? t-H-#(±x— f iz&h-ttx # x 9 m\l $ it . m t- 

[0111] 5 - f . »£ft*if^H^$*ifc:S*& t , 

4. 

[0112] B^xy^n-TcOTn-teX?:, — jRt# 

^Twwfewev^-^ <®&<r>ig«ae»3rir) ^ 

[0113] M&K 

1 . B. Schneier, "Applied Cryptography, 2nd Editio 
n, " Addison Wesley, 1996 » 

2. IBM CD-Showc a s e#ff ( 1 9 94^ 
6H7BSB. Hal t e rfflCSLt^ff 3*Ufc#IH 
«frl&5 3 1 9705f) . 

3. S. Garfinkel, "Pretty Good Privacy," O'Reilly 
&; Associates, Inc. , 1994, 

4. L. W. WallJSitXR. L. Schwartz, "Programming P 
erl," O'Reilly &; Associates, Inc., 1991. 

5. B. Cox, "Superdistribution and Electronic Obje 
cts," Dr. Dobb's Journal, Vol. 17, No. 10, Oct. 19 

92. 

6 . *ffiMAteBSE$*ufc 1995¥6J!23 BffiUco 
JfcMtrFflgtO 8/4 94615frA METHOD TO DETE 
R DOCUMENT AND INTEtLECTUAL PROPERTY PRIVACYTHROUG 
H INDIVIDUALIZATIONj 0 

mmxm [ i - 6 ] <r 1 1 ± d , *bj«^ 

[0114] t t*6t LT. *fftflB<0flMEfcB8LTJaT 

[0115] ( i ) WR^-TteffiBtcKflrcS . « 
fgy \°- v<n%r£W-Xfo hf^-Jy )V3Cm~Ch I Bf-f-x y 

a . MiaWfg^-'yw 1 oSr^-^Hf-t^-Cc J: oT 
Bf^-ftLT . IfriexyKa-rtiKft^tLSBf^t^- 
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b . fir ib^- -y Bt mt* - * m 1 co&m* - 1 «t o x m 

c . filfBxy^n— TtciRy^ixT^S^— 7«Uxh 
tfcot. IS U x h co#x y h y \°- >y£ £ fgfft^y \° 
— VCDfflg^ -y is -a. i: £-£-X,T-£ 0 , t'JXh ^fiitBx 

d. fijiaUXhfcmicOtf^-t i-oTS^LT. fij 

iexy<n-rfcjR*6 £>ti£ *&& a xf r fc 
^ii^Tfco, Bfriauxbw^ttSrfirieffiiwnes^ 

Sfy s 5^ a £H-g L . #ol£Sfi 2cr>s\.yis ^ SrfijlB 'J X 
h foCQM m-t&^ -vis^h JtflR-tS ZblzX-y 

£ £ , firfaBf^x y^xn—TcoW^ yf-yytf 

mtt h z. t # , firf a; y af^-fL^f -^'firiais 1 
o4«B^-t=«jc^-4ifif2 <o«afdf-*ffiffl trfiriBBf 
^fly y Bf^fk^f - * Bf^-JPM-r ■£. £ £ & i t ^ 

fl7uT- § ^ . Bf^-x y <n - T £ f£ ^ l> Srffi. 

( 2 ) firia^ofiria^-'y^^MiRL/iicoSr. ;o 

Sift L fc^-y rtOjfflK L/tV-Ki^(ih"7 hcoff 
>y * *(©fKtcH»^lt4«nfflMt«fM-*x-r -y ?° 

ts&K-frx/c^*, ±ia ( i ) tfaftoym 

( 3 ) firia^°- i y^)fifiaBf^'itfirrc, firtaffiESrMte^ 

T nt^fk $ ft h m 3 ctv >y Bf^-fM - & ffiffl t T , fir 
E«JBflM8*iit#4W*. ±1B ( 2 ) fcSMtoS'S;. 

(4) firiaBf^xy^n-TAi, If— ATHfrSftSt 
Wfcl.3yb^-^ ■ 7n/5Aj#U*fcl fi/ia 

±IB ( 1 ) fc:I2!l<0*8f. 

( 5 ) mlBTn^^^^mriBBf^-xy^a— ri*i<7)fflria 

wfg^ ^~v<nT9^x\,zmth mmm* * t aa lt *j 
•9 . firia^T#'firlBffifS^-'y^«r^-«rx^w§ix 

«*»if-5*»*«fcS&t4, ±IB (4) tciEa^*ffi. 
( 6 ) firIBTa^7A^#WH5^->yJ ft5E^4*^* 

£i±b'>y hcoffA. UFA. */c{i^sStcJ:oT«iES 

abiijwibs*^* , jje ( 4 ) usssmnum, 

( 7 ) ifxy\n-7rtoayfy'y ■ f-^^T 



ft o . firia^°- i y^Bf fflrt-4fcftic«isnfc^-« 

&M^-Bf ^ftC* h Bf^ltv *y Bf^-fC^ - < 

b. firiE^tJtEtT. firlB-^-^^^firlEx— tf^., 
firiEBt mtrt-yvs n^-iommvh h m^mm 
t^Xf'yTt zmx-X& K) , firiB^^'firia^PS^ 

-(cPB3S^tt^a^S5^-2rffifflLTIufBBi^^- 
^Bf^^-^Bf^-S^t. flS2<D4»¥-tflffltT 
fijfB^ n- >y m^rit* - * Bg^ft L , WIBSEMt^ - * fir 
IBHWF^-SfleffltT . fiflBvN-VBf^-fC^-lcBf-f-jB 
BW« £ 1 1 i ->T^iS;§ix, IffBcoSiRL^^-'y^ 
fijia^ t- -y Bf^^b^- * ffiffl L t T^cx^f x b (=gf^fE 

mzti. £ixtJ:-5TfinBx-iftT^-fex^#i.Sfir 

■ r-^<or^«fe^*^4*tfefc:4J^T, firlBBt^- 

#;T"ft Sf 4 ^^/^•T'ftSBf-^xy-^.a-T^f^Jt 
■TSifctioT^jRS^ S^OSriS* 1 ( i ) *<n\ 
o^firiB(7)StRL/t 3 yfyy ■ x— ^Sr^TV^, 
fe» § n 5 ^ § firlB^ ^ t- 4 y o# « tc^ v - 

BBi^(t, ( i i ) mk^tih^%imtn-v 

ztazm-A^tz) -y Bf^-fb^f - 1 J: o x WHt L . 
( i i i ) iffle<9#^- > yi«#ft*-£&ffl*-k:«J:o 
T Bf-f-ft, L T , fiff B^ ^- -y lt*Hfc*-0># « 

wt—ynff^E^-smL. ( i v ) #xy h u *i 
fifie^-'y^ i nzn-t&^-v&tm. 1 ow-'yc 

HKL. ( v) firtBUXM^^r-tJ^TS^LT. 
S^*^-ri>£i:A^^ro-rfc 1 9. lalBBf-^xy-N.n 

-y^'firias^, firtau-xK mtmmv^-vm^it 

» fiflBBf^-^LvN-^y. i3j:VfijlB'lffg^-^y<7)3^ 

b. firiBBf-^-xy^a-ront-^m^L-r^sx- 

-r^'firfBOiSlRL^rjy-ry^y • ^tT^-fe^-TS 
£ t £*M L7t*irt , ( i ) Wim^y^u-y°cr> 
firlBOjSfKL^rjyf-yy • t— ^Sr^t'V^vt— -y 

^.cor^-fexs^-r-ft 0 . fina^^- , y^Bf^^-rs^46 

Bf#fl:*— SiJ«3:< £ t^T'V^B^SrfiilBx— T* 1 
^t-^MiSL, ( i i ) ffliBKRfciBtT. firlB^ 
-J <fr P> MIBx-Hf a, s firlBBf^-f^ n°- V WHt* -<0 

tp§-x.t»tL* firia^mft^xT-'yTb ( i ) ofiriB&n 

— V Bf -f-fL,^ — Sr Bf -^111% L , ft 2 co^SH^-S:ffiffl L 

Tfiria^5f<cofiriB^- > yBf^t.dr-SrBg^t l. firia^ 
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traecoaHR l 3t a- £*fjie; ^y e^-ft^ -tmrnt 

[HI ] tfxy\n^7° ■ 7nW5o(7)Xf77 

yf'J^^^yf-f-AtDS) 10 0. A>f ■ 
Hf-A' ( B S ) 10 2. WM/S^L^^y 
j.— ;p (dfwm) 103. fcit/^L-^/N-y^ 
■nytw (UPC) lOlt^S^t^tlt 

0 . «/hPfioS«^f^t^°-^y 2 0 3. ^rfeWCcIix 
CMS LfcBf^A— ynf (PEK) 202. ;\° 

— *y ■ yxb 2 o 9. fcitP^y ■ uxb^s^.2 o 

[H3] /N-^y ■ UXb2 0 9^*t-SSIip D pi* (BO 

m) GDflRt£^r0T&£. ^#xyfyiiA-7* 

3 0 2 (3tf:i(f s r Abstract j ) . 
*y<5DMessageDigest5 (MD5) . T#;b^flHff^Vy S'a 
30 1 (3tfc£Jf. r 13ADBF77F. . . j ) fc £*//CV 

2 0 8#f&£$*L&<> U-Xh 2 0 9t5<fctf#£2 0 8#* 
BOMM«, 

[01 ] 




D FWM 



iiS*§'*^AM*T-^y (402. 403. 404. 

4 0 5) fcr*H-4*@[*fr>SU flfiifcftf'jgi ( 4 0 
6. 407. 408. 409) ng|3@cO«gi: 
na&^fH*»*tW^4:*tf>0Wi4 0 1 \£&tb&*) 

[05] lA^'yb- ^ (BRM) 50 0£^rTEI 
BRMtli. Ht-f-fbPEK (202. 2 1 

i ) . 05. 

0 6. i5±tfBOM2 0 7j&*£-£*U>. IfB 2 0 2. 2 

0 5. 2 0 6. 2 0 1 1 teBf^xy'so— T 
200 (H2#HS) ^nh"— $216. BRM<7)flfJ<7)g|$ 
#(501-505) {±UPC-C"4l)^§2xS, 

[06 ] ■ tf-AjSg (BSR) 6 0 0 ^ScT, 
A • -tf-A (BS) (iPEKSr^LT. D FWM 1 0 
3 ^'ft* J af "f-ffPif T'# S^ftP EK (602. 603) 

V>fX. feJ^fPf^Six. ^*£S6 0 4£Bi^JJ| 
Rr* •S.«{±DFWM^ifti:^S„ BRM ( 50 0. El 
5) fcfciSS&fefrfcSWSfu 5SW*fcttS»l§*ifc 

mm^kfte o 5 . iota«&6 0 1 fiiss-t 

& I £ **W6teJtffl^ 4 i fc (c i T 1+31: § •£> . 

100 h'^fa/yb - -9-— a (ds) 

101 a-fw\-yt/i/- ayt'i-? (UPC) 

102 A-f ■ A ( b s ) 

1 0 3 Hff #*lt9BR/3aa» Lft-^E y'a-;MDFW 
M) 



[02] 



r-=r<--ifj 





.203 


PEK 










3^ hP — 


,204 


PEK 




,205 


PEK 







«tt*ft 
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I 
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200 



BOM 
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PEK 
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PEK 



206 



301 



209 |207 



^08 I 



BOM 

IHflPIHiH H 4 ■»■■■■« 



505 



500 







402 


403 
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400 








H — 1 

=r-;u K - 
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*3A* 


406^- 


- 1 frfc ! 0 
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O. 8 


0. 8 


0.7 5 


407. 
408.. 


-1 Ifl^SO 


o. g 


0, 8 


0. 8 


0. 7 5 


5 1 00 


0. 8 & 


C.7 5 


0. 7 


0. 7 5 


409^ 


- 1 0O + 


0. 8 


0. 6 


0. 6 


0. 75 
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